IIpoBepoYHbIil IK3EMILIAP

® Bsenenue
® [lonmyyeHue nOCTyIa K KOHCOJH YIPABICHUS BUPTYaJIbHOIN MAIIUHOM

® TlIpoBepka (yHKIIMOHUPOBAHUS

©  TIpoBepka paboThI FK3eMILIsIpa Oa3bl JaHHBIX
©  TIpoBepka QpyHKIIMOHUPOBAHHUS CepPBEPa MPUIIOKEHHUS

BBenenue

JlaHHbBIE TOKYMEHT aJpECOBAaH TEXHUYECKOMY CIIELIMAIKUCTY, OCYILECTBISIONIEMY IIPOBEPKY

MIPOBEPOYHOTO0 IK3eMIUIsIpa CUCTEMBI.

[Tonydenue gocTyna K KOHCOJIA YIIPABICHUS! BUPTYaJlbHOW MAIlIMHOMN

I[J'Ii[ TOT'0 YTOOBI MOJIYYUTh OOCTYII K CTCHAY C IPOBCPOYHBIM 3K3CMILIAPOM, BBIIIOJIHUTC CIICAYIOIHC

mraru:

1. CkavaiiTe 1 yCTAaHOBUTE YTHIIUTY OCYIIECTBICHHUS TEPMHUHAILHOTO AOCTYyMA IO MpoTokoixy SSH
Putty: https://www.chiark.greenend.org.uk/~sgtatham/putty/latest.html

2. Beeaure B none Host name ctpoky auditor@hostname.example.com (McTUHHBIH anpec Oyaer
IPEOCTaBIIEH 110 3ampocy) U Haxxmute Open

=L PulTY Configumtion

Category
- Sesson
Logging
Temina
Eeyboand
Bl
Features
=+ Window
e ]
Behaviour
Translation
i Seection
Colours
= Connection
Data
Prooy
#-55H
Senal
Teinet

Ragin
SUPDUP

About

3. Ilpu nepBoM goctyrne OyaeT 3amponieHo MOITBEPIKICHUE OTIIeYaTKa CepTH(UKaATa YIAUTEHHOTO

?

Basic options for your FUTTY session
WHN deetinabion you wark ba cormect to
Host Hame for P address) Font
audton@host sxample com 22
Conmection bype:

O35SH  OSegd Cilther:  Teinet
Load. save or delete & sbored sission
Saved Sessions

Diefait Seftings Load
Save

[ Dol ]

Close window on ext:
Hways Mever ) Ordy on clean et
| Opan | Cancal

cepBepa, HaxxMuTe Accept

4. BBeauTe NpeAOCTaBICHHbII BaM Napoiib (BbLAAETCS MO 3a1pocy) oT YUETHOM 3anucu auditor u
HaxxMmute Enter (maposb He 0TOOpaxkaeTcs 1o Mepe BBOAA CUMBOJIOB)

Usi ng usernanme "auditor".
audi t or @host nane' s password:

5. Tlocne Bxona oToOpa)kaeTcst MpUTIaIeHHe KO BBOY KOMaH/I, BXOJ[ YCICIIEH.


https://www.chiark.greenend.org.uk/~sgtatham/putty/latest.html

Li nux vn2503276278 6. 1. 0-10-and64 #1 SMP PREEMPT_DYNAM C Debi an 6. 1.38-2 (2023-07-27)

The programs included with the Debian GNU Li nux systemare free software;
the exact distribution terns for each program are described in the
individual files in /usr/share/doc/*/copyright.

Debi an GNU/ Li nux cones with ABSOLUTELY NO WARRANTY, to the extent
permtted by applicable | aw

Last login: Thu Apr 3 13:44:51 2025 from8.8.8.8
audi t or @ost nane: ~$

[TpoBepka GyHKITMOHUPOBAHMS

ITpoBepka paboThl FK3eMIUIsIpa 0a3bl JaHHBIX

x86_64

J1J1s TOro 4YTOOBI BHIIOJHUTH MPOBEPKY (QYHKIMOHUPOBAHUS SK3EMIUIsIpa 0a3bl JAHHBIX BBHIIIOJTHUTE

CJICOAYIOIUC Iaru:

1. Beemute komanay sudo systemctl status postgresql, 7omkeH 0TOOpa3uThCs CTaTyC CEPBHCA:

audi t or @ost nane: ~$ sudo systenct| status postgresql
post gresql . service - PostgreSQ. RDBVS
Loaded: |oaded (/1ib/systend/ systeni postgresql.service; enabled; preset:
Active: active (exited) since Thu 2025-04-03 12:02: 54 MSK; 1h 45m n ago
Process: 70698 ExecStart=/bin/true (code=exited, status=0/SUCCESS)
Mai n PID: 70698 (code=exited, status=0/ SUCCESS)
CPU. 1ns

Apr 03 12:02:54 hostnane systend[1]: Starting postgresql.service - PostgreSQ RDBMS. ..
Apr 03 12:02:54 hostnanme systend[1]: Finished postgresql.service - PostgreSQ RDBMS.

2. Hoaxmountecs k CYB/] BemmonnuB komauay sudo -u postgres psql

audi t or @ost name: ~$ sudo -u postgres psql

could not change directory to "/home/auditor": Perm ssion denied
psql (12.22 (Debian 12.22-2. pgdgl120+1))

Type "hel p" for help.

post gr es=#

OToOpakaeTcs MPUTIIANIICHHE HA BBOJ KOMaHI.
3. IlpoBepbTe HaMMuue 6a3bl JAHHBIX BHITIOTHUB KOMaHTY \l



postgres=# \|I
Li st of databases

Nane | Owner | Encoding | Collate | Ctype | Access privil eges
------------- T S
data_source | postgres | UTF8 | C UTF-8 | C UTF-8 | =Tc/ postgres +
| | | | | post gres=CTc/ postgres+
| | | | | ol ap=CTc/ post gres
ol ap | olap | UTF8 | ru_RU.utf8 | ru_RU. utf8 |
post gres | postgres | UTF8 | C. UTF-8 | C. UTF-8 |
t enpl at e0 | postgres | UTF8 | C UTF-8 | C UTF-8 | =c/postgres +
| | | | | post gres=CTc/ post gres
tenpl atel | postgres | UTF8 | C. UTF-8 | C. UTF-8 | =c/postgres +
| | | | | post gres=CTc/ post gres
(5 rows)

OTtoOpaskaeTcs cmMCOK 0a3 JaHHBIX, CPeU KOTOPHIX eCTh olap - 6a3a JaHHBIX cepBHCca, U
data_source - ICTOYHUK JaHHBIX JUIS aHATHU3A.
4. Beriinure U3 KOHCOJHW yNpaBlIeHUs 02301 JaHHBIX, BBHITIOJIHUB KOMaHAY \(

postgres=# \q
audi t or @ost nane: ~$

VYnpasnenue Bo3parieHo B bash.

[TpoBepka (HyHKIIMOHHUPOBAHHUS CEpBEPA MPUIOKECHHUS

J171s TOTO YTOOBI BHITOTHUTH MPOBEPKY (HYHKIIMOHUPOBAHUS CepBEpa MPUIIOKEHUS BBHITIOTHUTE
ClIeyIoIlIKe Iaru:

1. IIpoBepsTe, pynkunonupytot im docker-koHTelHephl, BbImoHUB KoManay docker ps:

sudo docker ps

CONTAI NER

1D | MAGE COVVAND CREATED STAT
us PORTS NANMVES

c38f f c8c2b34 ol ap: mast er-172743 "/ docker-entrypoint. .." 30 mi nutes ago Up 30

m nut es 0.0.0.0: 8001->8000/tcp, [::]:8001->8000/tcp ol ap-olap-1

761dd9b34d98 ol ap-frontend: mast er-172743 "/ docker-entrypoint. .." 30 mi nutes ago Up 30

m nut es 0. 0.0.0: 8002->80/tcp, [::]:8002->80/tcp ol ap-ol ap-frontend-1

OTtobOpaxeHna paboTa JBYX KOHTEHHEPOB.

2. BhINOTHHUTE MIPOBEPKY KOHPUTYPALIUU PEBEPC-TIPOKCH CEpBEPa, BHITTOIHUB BBIBOT
¢aiina xkoHburypauuu cat /etc/nginx/sites-enabled/service.15.export.conf u mpoBepus cratyc
cepBuca sudo service nginx status

audi t or @ost nane: /var/ | og/ ngi nx$ cat /etc/nginx/sites-enabl ed/service. 15. export. conf
server {

listen *:80;

server_nanme service. 15. expert;

root /var/ww;

access_|l og /var/log/ ngi nx/service. 15. expert . access. | og;
error_log /var/log/nginx/service.15. expert.error.|og;



include letsencrypt;

location / {
return 302 https://service. 15. expert $request _uri;

}
}
server {
listen 443 ssl
server _nanme service. 15. expert;
ssl _certificate / etc/ ngi nx/ ssl _acme. sh/ service. 15. expert/ful |l chai n. pem
ssl _certificate_key /etc/nginx/ssl_acne.sh/service. 15. expert/privkey. pem
root /var/ww,
access_|l og /var/log/ nginx/service. 15. expert. access. | og
error_log /var/log/nginx/service.15. expert.error.|og
include | etsencrypt
location /api {
pr oxy_pass http://127.0.0.1: 8001;
i ncl ude proxy_parans;
}
location / {
proxy_pass http://127.0.0. 1: 8002
i ncl ude proxy_parans;
}
}

audi t or @ost nane: / var/ | og/ ngi nx$ sudo service nginx status
ngi nx. service - A high performance web server and a reverse proxy server
Loaded: |oaded (/lib/systend/ systeni nginx.service; enabl ed; preset: enabl ed)
Active: active (running) since Tue 2025-04-01 10: 05: 31 MSK; 2 days ago
Docs: man: ngi nx( 8)

Process: 76566 ExecRel oad=/usr/sbin/nginx -g daenon on; naster_process on; -s reload (code=exited

st at us=0/ SUCCESS)
Main PID: 29119 (nginx)
Tasks: 2 (limt: 1099)
Menory: 4.2M
CPU. 4.922s

CGroup: /systemslice/nginx.service
29119 "ngi nx: master process /usr/sbin/nginx -g daemon on; naster_process on;"
76567 "ngi nx: worker process"

Apr 01 10: 06: 28 hostnane systend[1]: Rel oaded ngi nx.service - A high perfornmance web server and a

reverse proxy server.

Apr 03 12: 44: 34 hostnane systend[1]: Rel oadi ng ngi nx.service - A high perfornance web server and a

reverse proxy server...

Apr 03 12:44:34 hostnane ngi nx[ 71658] : 2025/ 04/03 12:44:34 [notice] 71658#71658: signal process started
Apr 03 12: 44: 34 hostnane systend[1]: Rel oaded ngi nx.service - A high perfornmance web server and a

reverse proxy server.

Apr 03 13:15: 35 hostnane systend[1]: Rel oadi ng ngi nx.service - A high perfornmance web server and a

reverse proxy server...

Apr 03 13:15: 35 hostnane ngi nx[ 76548] : 2025/ 04/03 13:15:35 [notice] 76548#76548: signal process started
Apr 03 13:15: 35 hostnane systend[1]: Rel oaded ngi nx.service - A high perfornmance web server and a

reverse proxy server.

Apr 03 13:15:50 hostnane systend[1]: Rel oading nginx.service - A high performance web server and a

reverse proxy server...

Apr 03 13:15:50 hostnane ngi nx[ 76566] : 2025/ 04/03 13:15:50 [notice] 76566#76566: signal process started
Apr 03 13:15:50 hostnane systend[1]: Rel oaded ngi nx.service - A high perfornmance web server and a

reverse proxy server.



3. OTtkpoiiTe )XypHaI 00pallleHnid K CEpBHUCY Ha MPOCTyIIMBaHUE, BRIMOTHUB KoMaHy tail -f /var/log
/nginx/service.15.expert.access.log u odpaTutech 1o agpecy https://service.15.expert/ B cBOEM
Opay3sepe, oToOpassTcs 3anpocsl k Cucreme:

audi t or @ost nane: /var/l og/ nginx$ tail -f /var/log/nginx/service.15. expert.access.|og

192.175.111. 236 - - [03/Apr/2025:13:32: 54 +0300] "GET / HTTP/1.1" 200 4104 "http://service.15. expert/"
"Mozilla/5.0 (Wndows NT 10.0; Wn64; x64) Appl eWebKit/537.36 (KHTM., |ike Gecko) Chrone/134.0.0.0 Safari
/537. 36"

192.175.111. 236 - - [03/Apr/2025:13:32:56 +0300] "GET / HTTP/1.1" 302 145 "-" "MNozilla/5.0 (Wndows NT
10. 0; Wn64; x64) Appl eWebKit/537.36 (KHTM., |ike Gecko) Chrone/134.0.0.0 Safari/537.36"

192.175.111.242 - - [03/Apr/2025:13:32:57 +0300] "GET / HTTP/1.1" 200 4104 "http://service. 15. expert/"
"Mozilla/5.0 (Wndows NT 10.0; Wn64; x64) Appl eWebKit/537.36 (KHTM., |ike Gecko) Chrone/134.0.0.0 Safari
/537. 36"

64.15.129.115 - - [03/Apr/2025:13:32: 57 +0300] "GET /favicon.ico HTTP/1.1" 302 145 "-" "Mozillal/5.0

(W ndows NT 10.0; Wn64; x64) AppleWbKit/537.36 (KHTM., |ike Gecko) Chrone/134.0.0.0 Safari/537.36"
192.175.111. 232 - - [03/Apr/2025: 13: 32: 57 +0300] "GET /favicon.ico HTTP/1.1" 200 2114 "http://service. 15.

expert/favicon.ico" "Mzilla/5. 0 (Wndows NT 10.0; Wn64; x64) AppleWbKit/537.36 (KHTM., |ike Gecko)
Chrome/ 134.0.0.0 Safari/537.36"

64.15.129. 121 - - [03/Apr/2025:13:32:59 +0300] "GET / HTTP/1.1" 302 145 "-" "Mdzilla/5.0 (W ndows NT

10. 0; Wn64; x64) Appl eWbKit/537.36 (KHTM., |ike Gecko) Chrone/134.0.0.0 Safari/537.36"

192.175.111. 253 - - [03/Apr/2025:13:32:59 +0300] "GET / HTTP/1l.1" 200 4104 "http://service.15. expert/"
“Mbzillal/5.0 (Wndows NT 10.0; Wn64; x64) Appl eWbKit/537.36 (KHTM., |ike Gecko) Chrome/134.0.0.0 Safari
/537. 36"

192.175.111. 239 - - [03/Apr/2025: 13:33: 00 +0300] "GET /_unnui nt ai nabl e_browser/ HTTP/1.1" 200 4104 "-"
"Mozilla/5.0 (Wndows NT 10.0; Wn64; x64) Appl eWebKit/537.36 (KHTM., |ike Gecko) Chrone/134.0.0.0 Safari
/537. 36"

64.15.129. 103 - - [03/Apr/2025:13:33:00 +0300] "GET / HTTP/1.1" 302 145 "-" "Mdzilla/5.0 (W ndows NT

10. 0; Wn64; x64) Appl eWbKit/537.36 (KHTM., |ike Gecko) Chrone/134.0.0.0 Safari/537.36"

64.15.129. 118 - - [03/Apr/2025:13: 33: 01 +0300] "GET / HTTP/1.1" 200 4104 "http://service. 15. expert/"

“Mbzillal/5.0 (Wndows NT 10.0; Wn64; x64) Appl eWbKit/537.36 (KHTM., |ike Gecko) Chrome/134.0.0.0 Safari
/537. 36"


https://service.15.expert/
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